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Blockchain applications in health care for COVID-19 and
beyond: a systematic review
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Tien Yin Wong, Alex Tiong-Heng Sia, Daniel Shu Wei Ting

The COVID-19 pandemic has had a substantial and global impact on health care, and has greatly accelerated the
adoption of digital technology. One of these emerging digital technologies, blockchain, has unique characteristics (eg,
immutability, decentralisation, and transparency) that can be useful in multiple domains (eg, management of
electronic medical records and access rights, and mobile health). We conducted a systematic review of COVID-19-
related and non-COVID-19-related applications of blockchain in health care. We identified relevant reports published
in MEDLINE, SpringerLink, Institute of Electrical and Electronics Engineers Xplore, ScienceDirect, arXiv, and Google
Scholar up to July 29, 2021. Articles that included both clinical and technical designs, with or without prototype
development, were included. A total of 85375 articles were evaluated, with 415 full length reports (37 related to
COVID-19 and 378 not related to COVID-19) eventually included in the final analysis. The main COVID-19-related
applications reported were pandemic control and surveillance, immunity or vaccine passport monitoring, and contact
tracing. The top three non-COVID-19-related applications were management of electronic medical records, internet
of things (eg, remote monitoring or mobile health), and supply chain monitoring. Most reports detailed technical
performance of the blockchain prototype platforms (277 [66-7%)] of 415), whereas nine (2-2%) studies showed real-
world clinical application and adoption. The remaining studies (129 [31-1%)] of 415) were themselves of a technical
design only. The most common platforms used were Ethereum and Hyperledger. Blockchain technology has
numerous potential COVID-19-related and non-COVID-19-related applications in health care. However, much of the
current research remains at the technical stage, with few providing actual clinical applications, highlighting the need

to translate foundational blockchain technology into clinical use.

Background

A range of new digital technologies, such as 5G
telecommunication networks, the internet of things
(IoT), and artificial intelligence (AI) that uses deep
learning and big data analytics, has emerged in the past
decade. These technologies might have important
potential applications and effects in health care.** The
COVID-19 pandemic, which paralysed access to global
health-care systems through unprecedented lockdowns
and enforced physical distancing, has rapidly accelerated
the development of these digital technologies to meet
various health-care needs worldwide.’ Coordination of
large-scale operations such as population-level mass
screening, rapid contact tracing, supply chain manage-
ment for vaccines and drugs, telemedicine consultations,
and e-commerce expansion has prompted the adoption
of a wide range of digital technologies.*’

Blockchain is a foundational digital technology that
integrates multiple other such technologies (appendix
pp 2-4).*¢ In health care, blockchain could serve as a
replacement to traditional distributed database manage-
ment systems, which have generally been client-server
databases with Structured Query Language or relational
input.” Although traditional distributed database manage-
ment systems are an established platform in health-care
systems, they have substantial limitations, such as the
inability to support peer-to-peer data sharing, susceptibility
to external adversaries (eg, hacking), and the absence of
an immutable (ie, unchangeable) audit trail” With its
unique features, such as transparency, traceability, non-
repudiation (ie, inability to refute signature validity),
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disintermediation (ie, removal of intermediaries from a
decision-making process), and immutability, blockchain
could potentially address these issues, allowing it to
deliver important advantages over conventional platforms
(eg, distributed database management systems). By
incorporating blockchain technology, a decentralised
health-care data management system could be created
that coordinates on-chain events (transactions that are
recorded on the blockchain ledger) and off-chain events
(those that occur outside of the blockchain and are
generally too large to store on the blockchain; figure 1).

Although  widespread adoption of blockchain
technology in health care might still be limited by various
organisational, technological, and governance barriers,
the COVID-19 pandemic has clearly accentuated the
need for secure, decentralised, multipurpose platforms
for coordination of large-scale transfer of sensitive
information, such as contact tracing, vaccination status
monitoring, and COVID-19 health certificate issuance.®
These needs provide a strong impetus for a concerted
effort to drive greater adoption and eliminate some of
these barriers to a general adoption of blockchain
technology.

However, to achieve durable and sustained effects,
external one-off factors that can push towards adoption
of these technologies, such as COVID-19 alone, are
unlikely to be sufficient. The health-care community as a
whole would need to develop greater understanding,
literacy, and targeted research in blockchain technology
and its clinical applications.”*" Therefore, our aim was to
perform a systematic review of the use of blockchain
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Figure 1: Blockchain-based health-care data management system between multiple stakeholders (nodes)
within a health-care ecosystem

Hybrid and private blockchains are maintained by permissioned parties (eg, hospitals and government agencies).
Confidential health-care data are saved on-premise and governed by reputable hospitals, laboratories, or similar
institutions. High-volume health-care data (eg, radiology image and genomic data) are stored in off-chain data
storage (ie, not on the blockchain ledger) for cost savings. Options of on-chain data management can include the
logging of Merkle tree roots or designating edge devices as light nodes with storage of a hash function for data
integrity verification. Health-care data ownership is returned to patients, who can authorise data use to clinics,
research institutes, and insurers during specified time periods. Data access rights and trading transitions are saved
and tracked on transparent, immutable, and traceable-distributed ledgers based on a majority agreement
consensus protocol. Blockchain-based tokenisation cultivates trustworthy health-care data marketplace and
collaboration ecosystem. DNN=deep neural network.

technology in health care, with identified use cases
specifically categorised into COVID-19-related and non-
COVID-19-related applications (eg, medical supply chain
management and contact tracing).

Methods

Systematic review

We conducted a systematic review in accordance with
the Preferred Reporting Items for Systematic Reviews
and Meta-Analyses guidelines. Our goal was to identify
original research articles focused on blockchain
applications in health care, with a distinction between
COVID-19-related and non-COVID-19-related uses.

We included all publications that matched the following
search criteria: original research articles, conference
proceedings, or preprints proposing specific health-care
applications and blockchain technical design with or
without prototype development; in English exclusively;
and published between Jan 1, 2016, and April 10, 2021.
During the peer review process, we elected to update our
search and included articles published up to July 29, 2021.
Due to the absence of common standards of reporting of
blockchain research (compared with Al publications), we
kept the search definition broad, with the specific
intention of avoiding the exclusion of relevant publications.
We excluded duplicates; reviews, opinions, or surveys;
articles without an available full-text; and articles without
an English full text. The completed Preferred Reporting
Items for Systematic Reviews and Meta-Analyses checklist
is included in the appendix (pp 5-7).
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Search strategy and selection criteria

To identify potentially relevant research articles, we
conducted a cross-discipline search of databases from
inception to July 29, 2021. We searched in electronic
bibliographic databases of published research (PubMed
including MEDLINE, Institute of Electrical and
Electronics Engineers [IEEE] Xplore, and other databases
for research including ScienceDirect, SpringerLink, and
arXiv) using the Boolean operators “AND/OR” on
July 30, 2021. Search within the medicine-focused
PubMed database was performed with the terms
“blockchain [title]” OR “distributed ledger [title]”. For
non-medicine-focused databases such as arXiv, IEEE
Xplore, SpringerLink, and ScienceDirect, the search
terms used were (“blockchain [Title]” OR “distributed
ledger [title]”) AND (“health [in text]” OR “medical [in
text]” OR “healthcare [in text]” OR “COVID [in text]”). In
addition, we searched Google Scholar to identify original
research articles located in grey literature. Due to the
structured search function of Google Scholar, we
searched using the “all-text” function with both search
strings of “blockchain” AND (“health” OR “medical” OR
“healthcare” OR “COVID”); or “distributed ledger” AND
(“health” OR “medical” OR “healthcare” OR “COVID”).
Health-related search terms were derived and selected
on the basis of published literature that previously
assessed the robustness of these search terms.
This search strategy was drafted and refined through
discussion between the authors. Due to the increased
attention and pace of development of blockchain as a
result of the on-going COVID-19 pandemic, we decided
to include preprint articles to ensure the relevance of our
review. The search results were subsequently exported to
Microsoft Excel (Microsoft Corporation, Redmond, WA,
USA) for screening.

Screening and article selection

We selected articles on the basis of the available
information in the indexed database (title and abstract).
The selection was based on relevance for blockchain use
in health care and categorised into COVID-19-related and
non-COVID-19-related indications. Screening was done
in a stepwise manner by one reviewer knowledgeable in
blockchain and health care (Reviewer 1, WYN). First,
duplicate articles were excluded. Second, article titles
were reviewed, and articles that showed no relevance to
blockchain in health care were discarded. Third, review
articles, opinions, and surveys were excluded. Fourth, the
abstracts of the remaining articles were reviewed. At this
stage, only original articles that involved specific use
case conceptualisation with description of technical
development, proof of concept, or clinical execution were
retained; abstracts of previously unidentified editorials,
letters, reviews, or opinions were excluded. Finally, the
full texts of selected articles were reviewed in entirety to
ensure relevance before abstraction of the required
information.
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Panel 1: Data elements abstracted from selected articles

Author
Surname of first author

Title
Title of the article

Year
Publication year of the article

Platform name

Name of blockchain platform used in the article (eg,
Hyperledger or Ethereum); articles that did not specify the
name of the platform used were categorised as not specified

COVID-19-related use
Related to COVID-19 or not related to COVID-19

Indication

+ Authentication or authorisation (reports on patients or
report authentication or authorisation of accessing
personnel)

» Clinical trials and research (reports on the use of blockchain
for general research purposes, such as monitoring and
managing data access, transfer of clinical data and audit in
clinical trials, and data analytics)

» Contact tracing

+  Electronic medical records (reports on decentralised sharing,
patient-centric access rights control, tamper-proof
recording with audit trail, and security and data provenance
assessment)

+ Epidemicand infection control

+ Foundational health-care framework (reports on technical
design for an application-agnostic platform for health care)

+ Genomics (reports pertaining to control, decentralised
sharing, democratisation, or security of genomic information)

Data abstraction

A standardised data abstraction form was developed
using Microsoft Excel. A full-text review of the selected
articles was done independently by two reviewers (WYN
and T-ET). Articles that described any of the following
were deemed to fulfil the technical design criterion:
description of a blockchain consensus protocol,
platform, technical design, or functional prototype. To
ensure consistency in data abstraction, a data abstraction
pilot was first performed by both reviewers. A list of
studies consisting of 10% of all identified full-text
reports was created with a computer-generated random
sequence. Independent data charting was done by both
reviewers for the randomly selected studies, and the
results were subsequently discussed. Disagreements
were resolved by consensus between the two reviewers.
If a consensus could not be reached, a final decision was
subsequently made by a third reviewer as tie breaker
(AHSF). The data extraction form used is presented in
panel 1, along with a further detailed description of
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+ Health and vaccine passports or certificates

+ Health-care insurance

+ Health-care services (reports pertaining to miscellaneous
health-care services including, but not limited to,
appointment management, clinical load balancing, or allied
health services)

+  Medical diagnostics

+  Medical education

+ Mobile health, remote monitoring, or internet of things
applications (reports detailing use of edge or fog devices for
clinical monitoring, remote monitoring, and mobile health
or research)

» Notarisation

+ Pandemic (COVID-19) control and surveillance (reports on
movement monitoring, infection monitoring, or
aggregation of pandemic information for COVID-19)

» Patient consent

+ Reports on artificial intelligence, big data, or federated
learning for clinical or research applications
Supply chain (reports on supply chain monitoring for drugs
and medical equipment and addressing issues of
manufacturing, logistics, distribution, sales, and fraudulent
activities monitoring in the sector)

+ Telemedicine

Results

Any simulated or real-world application results:

+ Greater weight was applied to studies with executable
prototypes and reported simulation results (eg, latency and
throughput), which were classified as simulated results

+ Studies limited to a working prototype, interface, or
demonstration of technical design were classified as nil

definitions, criteria, and classification. Results were
collated and analysed quantitatively. Missing data was
handled by pairwise deletion without imputation.
The findings were first divided into COVID-19-related
and non-COVID-19-related applications, followed by
categorisation according to clinical and technical design.
Because of the heterogeneity between the studies,
all findings were synthesised through a narrative
review approach and presented on tables or bar charts.
Considering the technical design focus and narrative
approach, doing an assessment for potential biases in
each individual study or a meta-analysis was deemed
infeasible.

Results

The search flow for this systematic review is shown in
figure 2. Our search results retrieved 85375 initial
records, of which 68901 were unique. All titles and
abstract information available in the databases were
screened and 68409 reports were excluded accordingly.
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Figure 2: Preferred Reporting Items for Systematic Reviews and Meta-
analyses flow diagram of the article selection process

Of atotal of 85375 initial articles, 415 were eligible for data abstraction. The
most common sources for the selected articles were IEEE Xplore followed by
PubMed. IEEE=Institute of Electrical and Electronics Engineers.

The remaining 492 reports were then reviewed in full
and assessed for eligibility. A total of 415 reports
(31 preprints, 135 conference proceedings papers, and
249 original research articles) were eventually included
in this systematic review for data charting and analysis
(appendix pp 8-41).

The key features of the 415 articles are shown in
panel 2. The majority were published in engineering
journals (257 [61-9%] of 415), whereas others were in
cross-disciplinary (145 [34-9%] of 415) and medical
(13 [3-19%)] of 415) journals. A noticeable tendency was
an upsurge in relevant research articles published
between Jan 1, 2018 (n=50), and Dec 31, 2020 (n=170).

COVID-19-related blockchain research accounted for
37 reports since the start of 2020, when SARS-CoV-2 had
begun to spread globally. Of these 37 reports, one
reported dual applications,” resulting in a total of
38 applications identified. Within these applications,
the majority were related to pandemic control and
management of surveillance records (11 [28-9%] of 38),
whereas others focused on health, immunity or vaccine
passports and certification (9 [23-7%] of 38), or contact
tracing (8 [21-1%)] of 38). In contrast, non-COVID-19-
related research showed clearly different areas of
emphasis. Among these papers, the most common
clinical application was electronic medical records
management (185 [47-2%] of 392), which included a
variety of functions, such as decentralised sharing,
patient-centric access rights control, tamper-proof
recording with audit trail, and security and data
provenance assessment. The second most common
clinical application was the use of edge or fog devices
(ie, pieces of hardware that enable connectivity and
control traffic between two networks), such as IoT, for
remote monitoring and mobile health (83 [21-2%)]
of 392). The third largest indication involved drug or
equipment supply chain monitoring that addressed
manufacturing, logistics, distribution, sales, and
surveillance of fraudulent activities within the sector
(27 [6-9%] of 392).

We further analysed the technical aspects of blockchain
use in these reports. Ethereum (150 [35-5%] of 422) was
the most frequently used blockchain platform, followed
by Hyperledger (107 [25-4%)] of 422). However, a
substantial proportion of these studies did not specify
the platform that their blockchain was designed on
(126 [29-9%] of 422). On the other hand, there were seven
studies that either made interplatform comparisons or
used dual blockchain architecture (such as Ethereum vs
Hyperledger, or BigchainDB and Hyperledger as a dual
blockchain architecture). Most reports provided evidence
of technical simulation and performance indicators,
such as latency, throughput, load variation with node
participation, and financial cost of transaction (COVID-
19-related: 24 [64-9%] of 37; non-COVID-19-related:
253 [66-9%)] of 378; figure 3).

Notably, there were very few reports that involved real-
world clinical implementation, with either clinical trial
results or user experience assessments. Only nine reports
provided clinical results, of which only one article
focused on user experience. This particular article
proposed a medical document monitoring system that
alerted patients to any changes made to their medical
documents, with patients showing strong interest in this
blockchain application.

We found inconsistencies and poor standardisation
on the disclosure of the underlying blockchain
consensus mechanisms, which can be problematic
because inference of the consensus mechanism based on
the identified blockchain platform alone (eg, Ethereum)
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Panel 2: Results of reports included in this systematic review

Total articles selected
415

Publications by year

«  2016: three articles

+ 2017:eight articles

« 2018: 50 articles

« 2019: 96 articles

e 2020:170 articles

+ 2021 (upto)uly 29: 88 articles)

Clinical application

COVID-19-related applications

37* articles, covering:

» Pandemic control and surveillance (11 articles)

+ Health and vaccine passport or certificate (nine articles)

 Contact tracing (eight articles)

«+ Electronic medical records (four articles)

« Artificial intelligence, big data, or federated learning (three
articles)

+  Supply chain (two articles)

« Clinical trials (one article)

Non-COVID-19-related applications

378t articles, covering:

+ Electronic medical records (185 articles)

+ Mobile health, remote monitoring, and internet of things
(83 articles)

»  Supply chain (27 articles)

+ Artificial intelligence, big data, or federated learning
(16 articles)

»  Genomics (15 articles)

« Clinical trials and research (14 articles)

» Telemedicine (11 articles)

+ Patient consent (eight articles)

» Health-care services (seven articles)

» Authentication or authorisation (six articles)

» Foundational health-care frameworks (six articles)

« Insurance (six articles)

+ Contact tracing (two articles)

» Epidemic and infection control (two articles)

» Medical diagnostics (two articles)

» Notarisation (one article)

» Medical education (one article)

can be misleading in light of technological improvements,
such as the switch from Proof of Work to Proof of Stake
between Ethereum 1.0 and Ethereum 2.0."

Finally, we looked for year-over-year trends in the foci
of non-COVID-related research between Jan 1, 2018,
and July 29, 2021 (figure 4). Before 2018, the absolute
numbers of reports were small, which precluded a
meaningful analysis of research foci. For every year
from 2018 onwards, the top three research foci have
consistently been: electronic medical records; mobile
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Types of platform used+

»  Ethereum (150 articles)

+ Hyperledger (107 articles)
+  MultiChain (eight articles )
+ BigchainDB (four articles)
« |0TA (four articles)

»  Bitcoin (three articles)

+ DAG (three articles)

« RAFT (three articles)

» Tendermint (two articles)
» Gcoin (one article)

» Kaleido (one article)

+  KSI Blockchain (one article)
»  Modex BCDB (one article)
»  Mystiko (one article)

«  NEM (one article)

» Qasis (one article)

» Polkadot (one article)

»  Quorum (one article)

+  RepuCoin (one article)

+ Ripple (one article)

«» Stellar Consensus Protocol (one article)
+ Not specified (126 articles)

Reporting results
COVID-19-related

» Simulated (24 articles)

+ Clinical case study (one article)
« Nil (12 articles)

Non-COVID-19-related

» Simulated (253 articles)

+ Clinical trial (eight articles; including one reporting mainly
on user experience)

»  Nil (117 articles)

*37 COVID-19-related blockchain articles covering a total of 38 applications. 36 articles
explored a single application whereas one article involved two applications (contact
tracing and pandemic control and surveillance). 1378 non-COVID-19-related blockchain
articles covering a total of 392 applications. 365 articles explored a single application,
12 articles covered dual applications (eg, artificial intelligence, big data, and federated
learning with mobile health, remote monitoring, or internet of things), and one article
described triple applications (electronic medical records, mobile health, remote
monitoring, or internet of things, and epidemic and infection control). $Some studies
used multiple blockchain platforms.

health, remote monitoring, or IoT usage; and supply
chain monitoring. Electronic medical records research
has seen the most substantial year-over-year increase
(70-0% in 2018-19 [from 30 papers, in 2018, to 51 papers,
in 2019], and 39-2% in 2019-20 [from 51 papers, in 2019,
to 71 papers, in 2020]). Beyond these top three
applications, we have also observed increasing research
interest in the use of blockchain to facilitate the
management of genomics, telemedicine, Al, big data,
and federated learning.
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Figure 3: Distribution of studies based on clinical translation, technical
demonstration, and technical design

Studies without demonstration of technical results were classified as technical
designs. Most studies underwent technical demonstration and reported
simulation results including block file sizes, latency, throughput rates, and
horizontal scalability.

Discussion

Our systematic review provides a summary of the current
state of research with blockchain technology for both
COVID-19-related and non-COVID-19-related applications
inhealth care. Key findings are, first, that COVID-19-related
research clearly has different areas of emphasis compared
with non-COVID-19-related research, and focuses
predominantly on pandemic control and surveillance,
contact tracing, and immunity or vaccine passports.
Although some reported applications (eg, vaccine supply
chain monitoring) could be considered extensions from
non-COVID-19-related indications, most applications
(eg, COVID-19 immunity certificates or movement
monitoring and control) are quite distinct.”” Second,
electronic medical records are the most common focus of
blockchain research, but the scope of research has been
substantially expanded to include other applications in the
past4years. These applications include areas of blockchain
application such as telemedicine*” and supply chain
monitoring.*” These differences in the applications of
blockchain technology are illustrated in the appendix (p 42).
Third, the majority of the studies reviewed demonstrated
technical simulation results, but only a few were actually
trialled in clinical settings. Finally, most of the blockchain
platforms were designed either on Ethereum or
Hyperledger. However, an important proportion of studies
did not specify the exact platform used, which might be
due to an absence of standardised reporting guidelines.

COVID-19-related applications of blockchain

The COVID-19 pandemic has necessitated the
coordination and management of large amounts of data.
First, these data are usually sensitive, but need to be
easily verifiable and managed transparently.*” However,
if these data management platforms were to grant full
access of the data to central authorities, important privacy
concerns could be raised, which might in turn be
counter-productive.”” To address these concerns, Garg
and colleagues” developed a blockchain-based movement
pass that relies on smart contracts and tokens

804 [ Supply chain
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70+ [ Electronic medical records ]
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= 504 ]
©
S 40
& 30
£ 30+ 28 %
= 23 22

20

10+ 7 : 9 9

3
0 T T T
2018 2019 2020 2021*

Figure 4: Trends in non-COVID-19 blockchain research over the past 4 years
for the three most common clinical applications

The top three most common applications are supply chain monitoring; mobile
health, remote clinical and research monitoring, and internet of things for
eHealth; and electronic medical records monitoring, storage, sharing, and access
control. MH=mobile health. RM=remote monitoring. loT=internet of things.
*Uptouly 29, 2021.

(tokens-based movement passes) that dispense the need
for personal particulars for verification purposes.
Separately, Xu and colleagues” demonstrated a viable
blockchain platform (with data acquisition via IoT) that
can desensitise a user’s identity and location information
through its hash function, thereby ensuring the
protection of the identity of patients with COVID-19 and
the privacy of the public in a decentralised environment.
These examples highlight how blockchain solutions can
overcome the challenge of collating verifiable, yet
de-identified, tracking data.

Second, the implementation of rapid, widespread
testing and vaccination strategies might also require the
introduction of health and immunity certificates.
Blockchain technology can provide a secure and decen-
tralised environment for cross-border verification of
COVID-negative or immunity status.”? Eisenstadt and
colleagues® used a consortium, Ethereum-based block-
chain architecture combined with a mobile application to
achieve instant verification of tamper-proof test results,
achieved through the use of public or private key pairs
generalised to avoid restrictive ownership of sensitive
keys or data. In a separate, unique study by Chaudhari
and colleagues,® the authors stored COVID-19 vaccin-
ation details of each recipient on-chain on a publicly
readable platform, and authenticated users and
anonymously located vaccination records with an iris
extraction technique, which allowed them to hide the
input and avoid leakage of any personal identifiable
information. Concerns about scalability, latency, and
storage were also addressed in a separate study, where
Hyperledger Fabric architecture and a distributed system
for file storage and access (Interplanetary File Storage)”
were adopted in a simulated, high-travel volume
European Member State environment, achieving
satisfactory results at a peak of 100 transactions per s.*
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Third, there is greater scrutiny over the management
of supply chains for vital supplies, such as personal
protective equipment, essential medications, and
COVID-19 vaccines.”* Precise monitoring can be done
at a granular level with IoT, oracles, and Application
Programming Interfaces for each individual vial or
package. In a study by Antal and colleagues,* IoT sensor
devices were combined with self-enforcing smart
contracts on an Ethereum blockchain platform to achieve
end-to-end tracking and visibility, thereby ensuring the
veracity of COVID-19 vaccine distribution data. In
addition, the proposed system also addressed a major
concern about such vaccines, by also supporting on-chain
recording of side-effects. Ahmad and colleagues® instead
demonstrated the use of blockchain to manage an entire
forward supply chain and waste management of
COVID-19-related medical equipment and supplies.
Similarly, their blockchain was designed with Ethereum
architecture in combination with smart contracts,
highlighting the versatility of Ethereum.

Fourth, a secure, decentralised, peer-to-peer network
could also be used for telemedicine initiatives, including
test kit management" and medical data sharing amongst
trusted stakeholders.*” In a study by Kumar and
Tripathi,* a consortium network blockchain was created
for the sharing of COVID-19-related reports (eg, chest CT
scans). The blockchain was designed to identify and
validate these reports before they were stored on-chain,
by comparing the similarity of the perceptual hash of
each report with existing on-chain perceptual hashes,
thereby filtering out non-COVID-19-related reports. Lee
and colleagues™ created a global International Patient
Summary electronic medical record system using Proof
of Authority consensus. The system supported real-time
uploading from clinic electronic medical records systems
using a combination of open Application Programming
Interface and Fast Healthcare Interoperability Resources.
This way, they could provide timely public updates on the
pandemic, assist authorities with dynamic adjustment of
health-care policies, and support pandemic research.

Non-COVID-19-related applications of blockchain

Apart from the immediate focus on COVID-19, blockchain
applications in digital health have been described in
several other key health-care domains: authentication and
electronic medical records management;** clinical trial
research and consent management;** health-care
insurance claims processing;*” research data transfer and
Al model development;** genomics;* supply chain
encryption for medical supplies;*” and mobile health
and [oT.**

First, blockchain technology is an effective digital
technology to manage electronic medical records, with the
ability to assign controlling rights to patients.” Such
studies identified in this systematic review varied in their
approach, with strategies including the use of shared keys
in the event of the death of the patient (key-holder);*
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electronic medical records maintenance in a unified
viewpoint; secure cloud-based electronic medical
records;” enhanced interoperability;* fine-grained access;*
and privacy-preservation techniques.”*** In one of the few
clinically trialled blockchain platforms we found, Lo and
colleagues” integrated medical data from the National
Medical Record system in Taiwan with clinic electronic
medical records to create an alliance-based medical referral
system. They also used a patient-centric approach by
further developing an additional blockchain-based
decentralised application to grant access rights and data
control to patients, which allowed them to demonstrate a
viable decentralised referral system and strong patient
interest in accessing their own medical data.

Second, application of blockchain has been explored
for the management of clinical trials to potentially
improve transparency and auditability. Benchoufi and
colleagues™ used the automatic execution of blockchain
to monitor clinical trial events, including voluntary
consent, in a pre-set chronological order. This automatic
execution could be further extrapolated for use in the
context of clinical consent for procedures or treatment to
combat medicolegal fraud.” In health-care insurance, a
distributed ledger could improve the claims process by
enhancing security and decreasing the overall time taken
to reach settlement.” When insurance claims are
recorded immutably on-chain, the required transparency
to deter fraudulent activities might be reached.” However,
as highlighted by Mackey and colleagues, the feasibility
of such systems is likely to hinge on their ability to
establish interoperability with off-chain databases.

Third, blockchain technology could facilitate medical
research collaboration, especially in the field of AI
development with privacy-preserving technologies.
Several of the studies identified combined federated
learning with blockchain technology to improve Al
development and generalisability.”® Kumar and
colleagues,* however, suggested that local model weights
be distributed on a decentralised blockchain network.
Tan and colleagues* showed proof of concept through a
permissioned blockchain platform to allow secure data
transfer, transparent reporting of Al model performance,
and model transfer and testing on an external dataset,
which might provide health regulators (eg, the US Food
and Drug Administration) with a means to effectively
audit and verify future diagnostic performance of Al
algorithms for regulatory approval. To further enhance
privacy-preservation and decentralisation of Al training,
Warnat-Herresthal and  colleagues® proposed a
combination of blockchain and swamp learning as the
next evolution beyond federated learning, in which way
the central custodian is dispensed with and the data and
parameters are kept at the edge.

Fourth, another area of blockchain research interest is
the class of so-called omics technologies (eg, genomics,
proteomics, and metabolomics) and genetics. This
interest in blockchain technology stems from concerns
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about the ability of centralised databases to manage such
highly confidential data.“* In one of the few studies to
use commercially available blockchain platforms, Jin
and colleagues® described the use of genomic blockchain
Life Code, which is designed with the Ethereum
architecture. The platform facilitated access to genomic
data by establishing a secure trading system through the
use of tokens. Separately, Glicksberg and colleagues”
conducted a prospective cohort study for dissemination
of de-identified clinical and genomic data of patients
with late-stage cancer and reported two key findings.
The completeness of the electronic medical records
extracted by the blockchain platform was comparable
with registry reports, which allowed rapid dissemination
of real-world data. Furthermore, they reported that
patients with cancer were increasingly willing to share
their data for the development of medical knowledge.

Fifth, the medical supply chain, especially for
pharmaceutical drugs, is particularly complex, with
widely distributed geographical networks. During
the assessment of blockchain viability, Tseng and
colleagues? also noted that the use of traditional devices,
such as barcodes and radiofrequency identification,
have so far failed to prevent counterfeit drug fiascos,
even in high-income regions, such as Taiwan. They
instead showed the viability of a Proof of Work
consensus using a commercial blockchain platform
(GCoin) and further suggested the development of a
smart-contract-based open-governance surveillance net.
Lower-income countries, such as the Philippines, also
face similar drug safety concerns. To address this issue,
Sylim and colleagues” embarked on the development of
a pharmacological surveillance blockchain system to
support information sharing along the official drug
distribution network, using either delegated Proof of
Stake or Practical Byzantine Fault Tolerance to achieve
scalability and adaptability. In these examples, block-
chain technology serves to create a trust mechanism to
track and authenticate pharmaceuticals while protecting
the supply chain from malicious attacks.

Finally, patient-centric care requires close monitoring.
Advances in IoT technology supported by edge or fog
computing serve to bring blockchain functionality to the
patient level. Ali and colleagues” combined blockchain
with medical IoT to deliver remote patient monitoring,
such as cardiac monitoring, sleep apnoea testing, and
electroencephalogram monitoring. In their study, they
addressed inherent blockchain and IoT issues, such as
privacy and scalability, by adopting a hybrid of on-chain
(public blockchain for authentication and record keeping)
and off-chain solutions (Tor hidden services for data
transfer). Although most of the studies included in this
Review were designed with either Ethereum or
Hyperledger, Brogan and colleagues” explored the use of
the IOTA protocol (open-source distributed ledger
technology), which is an inexpensive platform specifically
designed for computationally light-weight IoT. With this

blockchain platform, they were able to broadcast and
receive authenticated, encrypted activity data from a
wearable device. In a broader setting, such functionality
might enable remote monitoring and mobile health for
clinical or research purposes in the future.

Future directions of research in blockchain

The COVID-19 pandemic has potentially lowered barriers
to the entry of new and innovative digital technologies
into health care by altering mindsets in favour of such
technologies. This change can be inferred from the greater
numbers of COVID-19-specific blockchain applications
evaluated in response to the global pandemic. What is
required, as shown by our findings, is to successfully
bridge the divide between simulation and actual clinical
implementation. For this bridging to occur, several issues
need to be addressed. First, interoperability using open
standards such as Fast Healthcare Interoperability
Resources will be required. Next, transactional costs and
efficiency will need to be deliberated. For example,
platforms that use Ethereum would incur ether gas fees,
whereas others built on Hyperledger would not. Also, the
real-world transactional efficiency of health-care
blockchain platforms is likely be inferior to that of
distributed database management systems, which has to
be weighed against the tangible (eg, cybersecurity cost
savings) and non-tangible (eg, consequences of security
breaches) benefits of a blockchain platform. Third,
blockchain technology does not entirely eliminate risks
related to data privacy. Theft of private keys by malicious
agents could still compromise secure data transfer and
patient confidentiality. Furthermore, there are governance
concerns due to the small number of nodes involved in
consortium or private health-care blockchains. Compre-
hensive cybersecurity assessments, such as penetration
tests, will be required to minimise the risks of such flaws.
Finally, storing large-scale medical data on a blockchain is
impractical. On-chain storage would require these data to
Dbe stored on every node, which would impose high costs
on a decentralised network and severely limit health-care
applications (which frequently involve large files, such as
medical images). To address this problem, off-chain
storage options such as a centralised database or
decentralised storage, including cloud or distributed
storage systems (Interplanetary File Storage or Neo File
Storage),” would need to be considered.

Strengths and weaknesses

We herein provide a comprehensive, up-to-date system-
atic review of active blockchain research in various health-
care domains, which helps to provide a perspective on the
current research landscape on this topic, including the
state of research and overall direction. Hopefully, this
systematic review will allow the identification of areas
that require greater attention or that might hold strong
potential for real-world implementation. In addition, we
explored COVID-19-specific applications, which are
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currently key drivers for the adoption of blockchain
into the otherwise traditionally conservative health-care
system. Furthermore, our systematic review described
both COVID-19-related and non-COVID-19-related
health-care blockchain applications. A substantial propor-
tion of these COVID-19-specific use cases is likely to find
durable relevance in the post-pandemic world, such as in
vaccine and pharmaceutical supply chain management,
contact tracing, and telemedicine recording (of the notes
documented during consultation or the off-chain storage
locations of large files). This work is thus the first to
provide a comprehensive review of the development of
blockchain in health care, and of how the evolving
pandemic continues to shape the role of this technology.
The little availability of original studies that show clinical
implementation provides an indication of the relative
infancy of blockchain technology in health care and of
barriers toward widespread acceptance. Because of time
limitations, we were not able to conduct a further
exhaustive search across other bibliographical database
that might provide additional valuable information. In
addition, non-peer-reviewed literature was included in
our evaluation, which could affect the robustness of
the data. Finally, the absence of standardised research
reporting for crucial technical components, such as
blockchain consensus protocols and platforms, limits the
generalisability of this systematic review, which might
contribute to a disconnection between the early-stage
championing of blockchain and validated, real-world
research progress. Nevertheless, we believe that the
literature assessed in this systematic review represents a
strong foundation for blockchain as an enabling platform
for a broad spectrum of health-care applications, both
during and beyond the COVID-19 pandemic.
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